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Enhancing Collaboration to 
Improve Cybersecurity Practices

The cyberthreat landscape is continually 
expanding as more enterprises and critical 
infrastructures increase their attack surfaces 
owing to their connectivity to the Internet. 

These attack surfaces can be exploited through a 
variety of methods with different goals, including 
distributed denial of service (DDoS) attacks, espionage, 
data destruction, sabotage and financial theft. 
Cyberattacks involving ransomware have financial 
motives and have cost many industries millions of 
dollars and days or even weeks of downtime.1 Other 
cyberattacks have more malicious goals. 

A growing number of attacks directly and negatively 
impact the well-being of civilians, such as attacks on 
hospitals, water treatment plants, power companies 

and the airline industry. This has generated a need for 
immediate international collaboration and agreement 
among nation-states to eliminate these attacks 
or, more realistically, be better prepared and more 
efficient in identifying and responding to these attacks. 

Many nations rely on the Group of Government 
Experts (GGE) and Open-Ended Working Group 
(OEWG) rules for responsible state behavior in 
cyberspace, which were established by the United 
Nations (UN) to maintain peace and security. However, 
long-standing disagreements about the need for a 
global, interoperable and open Internet resulted in a 
consensus report that largely failed to deliver on the 
OEWG’s key objectives, including addressing the root 
causes of global instability in cyberspace.2  
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enterprises inside and outside the region could be 
exposed to greater malicious cyberactivity.4  

The UN’s attempt to create an international 
framework is not progressing fast enough to keep up 
with international cyberthreats. Therefore, nation-
state governments and other key entities must 
collaborate and use one another’s resources to 
improve threat prevention, recognition and response.

The Sharing of Cyberinformation
Governments frequently use both official and 
informal procedures to facilitate the exchange of 
sensitive information, such as issuing memoranda 
of understanding, adopting laws or creating unique 
and restricted agreements. Other than exchanging 
information in person, the most secure way to deliver 
files is to encrypt them, share the encrypted version 
and let the receiver decode the contents.5  

Unfortunately, the use of outdated sharing portals can 
negatively affect both enterprises and government 
organizations because they tend to be challenging 
to use and expensive to maintain. Thus, these 
enterprises and government organizations frequently 
revert to email, which can be an unsafe method 
of sharing files, does not encourage productive 
teamwork and can result in larger issues, such as the 
leakage of information through phishing. To reduce 
the occurrence of cybersecurity risk, collaborative 
workspace tools such as Confluence and SharePoint, 
which usually are implemented in a more controlled 
space, should be used to provide a private and secure 
method for professionals from multiple countries to 
collaborate and share information.6  

Process of Information  
Transfer Framework
The process of information transfer (PIT) framework 
was developed by students from George Mason 
University’s School of Business (Fairfax County, 
Virginia, USA) from a project with the US Cyber 
Command (USCYBERCOM). The student team was 
tasked to address USCYBERCOM’s challenges of 
information sharing and communication with allies 
and partners regarding cybersecurity threats that 
occur. The student team created the PIT framework 
with the US government in mind, so it may not be 
applicable to other countries if they do not have the 
same governmental structure. However, the overall 
framework is applicable to any nation-state. 

One of the key points of contention is the concept 
of information sovereignty, which suggests that 
each state has the right to regulate information 
communications technology (ICT) within its own 
territory as it deems necessary. This concept 
contrasts with the 2018 US-led resolution for the GGE, 
which stressed the need for an “open, interoperable, 
reliable and secure information communications 
technology environment,” a core principle of the 
United States and its allies. In contrast, other nation-
states are primarily concerned that this openness 
could be used to interfere in their internal matters.3 

In times of war, governments may explore new 
options for cyberattacks including DDoS attacks, the 
deployment of destructive malware and retaliation 
against other nation-states. For example, the 
cyberthreat posed by Russia increased after its 
invasion of Ukraine, leading Australia, Canada, New 
Zealand, the United Kingdom and the United States 
to release a joint cybersecurity advisory, warning that 

Unfortunately, the use of 
outdated sharing portals 
can negatively affect both 
enterprises and government 
organizations because they tend 
to be challenging to use and 
expensive to maintain.
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1. US government—This entity represents the 
federal government and various entities within 
it, such as US Cyber Command, the National 
Security Agency (NSA), the Federal Bureau of 
Investigation (FBI) and the Central Intelligence 
Agency (CIA).

2. US foreign allies and partners—This entity 
represents the different countries that are US 
allies. Each country has its own representative.

3. NGOs—This entity represents the different NGOs 
that are important in cyberspace.

4. Corporate allies—This entity represents the 
corporate allies of the US government, especially 
those that conduct business with or within the 
United States.

Once all the entities are aware of the threat, the 
next step is to assess the damage. This entails 
determining which entities have been compromised 
and how much damage has been caused. By 
understanding the overall damage, both breached 
entities and safe entities can share their resources 
to help eliminate the breach and mitigate the cost. 
Subsequently, it is vital to create a report that 
analyzes the costs incurred, the damage caused, why 
the breach happened and areas of vulnerability. 

Finally, all entities should meet to discuss and  
write a report on preventive measures, containing  

The goal of the PIT framework is to efficiently inform 
enterprises of cyberthreats and breaches through 
the sharing of information with others in the network. 
PIT addresses the communication challenges faced 
in cyberattacks. The PIT framework provides a 
continuous and secure intelligence-sharing process 
for all entities involved, giving each entity the most 
accurate and up-to-date knowledge about any 
potential or realized threat. With this shared pool of 
cyberresources, entities are better able to prevent 
attacks, detect breaches when they occur and 
respond to such incidents more efficiently. Figure 1 
summarizes the PIT framework, showing the entities 
involved in the threat characterization process.  
Figure 2 is a bottom-up chart that outlines the steps 
to take once a threat has been identified. 

It should be noted that PIT was created and 
theoretically applied to an attack that had already 
occurred (SolarWinds); PIT has not been tested in a 
laboratory setting.

Once a threat has been identified, the next step of 
the framework is categorizing the threat type by 
priority—whether it is a top priority or a low priority—
and by maturity stage—whether it is a realized 
threat or a potential threat. After the threat has been 
categorized, the next step involves comprehensive 
communication among the board of representatives, 
which includes four entities: 

LOOKING FOR 
MORE? 

• Learn more about, 
discuss and collaborate 
on information and 
cybersecurity in 
ISACA’s Online Forums. 
https://engage.isaca.org/ 
onlineforums

FIGURE 1

PIT Framework Summary
Process of Information Transfer (PIT)
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customers, which meant that the cyber compromise 
was far reaching and affected various entities, 
including the US National Nuclear Security 
Administration, the US Treasury, the US Department 
of Homeland Security, the US Department of 
Energy, portions of the US Pentagon, the US state 
of California Department of State Hospitals, Kent 
State University (Kent, Ohio, USA), Microsoft, Cisco, 
Intel and Deloitte. It was not until FireEye announced 
its data breach that other enterprises realized they 

all the information relevant to the specific incident. 
The board of representatives can use this report  
to improve their responses to similar threats in  
the future. 

Case Study: Applying PIT to the 
SolarWinds Attacks
It took 14 months to detect the SolarWinds 
cyberbreach.7 SolarWinds had about 33,000 

FIGURE 2

PIT Framework Steps
PIT Explanation Chart

Preventative Measures
Entities should meet after the breach has

been secured, an analysis report was written,
and make a report on preventative measures for this incident report.

Share Resources
Entities should share their resources to help
eliminate the breach and mitigate the cost.

Board of Representatives
Each entity will have a representative that will communicate the risk to other members.

Threat Type

Threat Identified
A threat has been identified by one of the entities.

United States
Federal

Government
This entity

represents the
US Government

and different
organizations within

the government
like Cyber Command

NSA, FBI, and CIA.

Corporate Allies
This entity

represents the
corporate allies of

the US government,
especially the

ones that perform
business with or

within the US.

Non-Governmental
Organizations

This entity
represents the

different
non-governmental

organizations
that are important
in the cyber space.

US Foreign Allies
and Partners

This entity
represents the

different countries
that are US allies.

Each different
country will need

to have a different
representative.

Understand the Damage
Find which entities have been compromised and how much damage has been caused.

Breached
Entities

Safe
Entities

Analysis Report
Entities should analyze the costs and damage caused. They also should

understand why the breach happened and areas of vulnerabilities.

• Priority: Is it Top Priority or Low Priority?
• Maturity Stage: Is it a Realized Threat or a Potential Threat?
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the other representatives should have been alerted 
in the following order: US government, US foreign 
allies, US partners and NGOs. All entities should be 
made aware of the threat to ensure that they are not 
compromised so that they can assist in mitigating  
the threat.

When communicating the details of an attack, the 
entities should create a checklist to follow based  
on a consensus of their individual observations  
about the characteristics of the attack. For example, 
in the case of SolarWinds, the checklist could  
have included:

1. Check any systems or information related to 
Orion—the platform that was compromised. 

2. Check whether any entity installed a recent Orion 
update that might have compromised code.

3. Check for possible backdoors in any systems and 
platforms. SolarWinds hackers used a backdoor 
that gave them access to areas they should not 
have had access to. 

4. Check for phishing attacks or tactics. The initial 
malware code was injected into the SolarWinds 
system through phishing.

In this part of the framework, sharing intelligence 
is important. It tells the entities what they are being 
attacked with and how many entities have been 
attacked. Sharing this information in real time 
is critical so that the entities can implement the 
necessary controls to defend themselves.

too had been breached through their SolarWinds 
products. Consider how PIT could have been 
implemented in the SolarWinds attack.

Step 1: Identify the Threat 
With the SolarWinds attack, the first step was 
FireEye’s detection of the threat. On the plus side, 
the entities reacted quickly once the threat was 
identified and communicated with one another about 
the attack. This was especially evident in the private 
sector, where FireEye and Microsoft worked together, 
and both reported the threat to federal agencies.8 
However, it took US Homeland Security a month to 
respond to the incident. In addition, not all entities 
were made aware of the attack, so their resources 
were not utilized. The use of the PIT framework could 
have mitigated these shortcomings by ensuring that 
all members of the board of representatives were 
aware of the attack so that all their resources could 
be used effectively, leading to a quicker response 
time. In the case of the SolarWinds attack, most of 
the communication took place between US public 
entities and some private-sector enterprises. 

Step 2: Categorize the Threat 
The SolarWinds attack would be categorized as 
a high priority and realized threat because critical 
systems were breached, vital operations were 
halted, sensitive data was lost or stolen and critical 
infrastructure lost function (figure 3). 

It is essential that all entities are contacted as quickly 
and efficiently as possible in an effort to reduce the 
damage. However, threat categorization can affect 
the flow of communication, specifically with which 
entities are contacted immediately and made aware 
of the threat. 

Step 3: Alert the Board of Representatives
It is important to note that in the case of the 
SolarWinds attack, the private and public sectors 
communicated the breach quickly and efficiently. 
However, one shortcoming was that, for the most 
part, the United States communicated with and took 
actions to mitigate this breach for only US entities 
and agencies. Because the SolarWinds attack was 
a high priority and realized threat, representatives 
needed to work fast, and the slow response was 
noted in a US Government Accountability Office 
report: “We continue to emphasize that the federal 
government needs to move with greater urgency to 
improve the nation’s cybersecurity.”9 In this situation, 
once the corporate allies recognized the threat, 

FIGURE 3
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Step 7: Implement Preventive Measures
Preventive measures should be created and shared 
with all members of the board of representatives. 
Once these measures are put in place, new 
monitoring methods should be implemented. This 
step uses the act element of the OODA loop. After 
Microsoft and FireEye released the information 
and notified the relevant government agencies, the 
affected parties and government agencies instituted 
new policies to avoid similar situations and created 
guidelines for how agencies should address such 
issues in the future. It is also important to note that a 
crisis response team is a critical factor in addressing 
and responding to incidents. 

Conclusion
Cyberattacks are growing in number and complexity, 
and they are targeting critical infrastructure. The 
fight against cyberattacks requires collaboration and 
pooling of resources, coupled with a fast response. 
The proposed PIT framework facilitates an easy-to-
understand and logical communication structure 
between the private and public sectors as well as 
between the United States and its allies. Through the 
PIT framework, the involved entities participate in a 
continuous and secure intelligence-sharing process 
that arms them with the knowledge they need to 
address both realized and potential threats. Having 
access to a shared pool of cyber intelligence allows 
for better prevention, detection and response. 
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