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Introduction 
During our PREP project, we supported IDA's vulnerability management effort on their 
unclassified side. In the spring, the primary focus was on identifying and addressing system 
vulnerabilities using Tenable Security Center then remediation of the vulnerabilities. This 
summer, we took it a step further and planned to automate the process of identifying and 
addressing vulnerabilities on end user’s systems. 
 

Business Challenge 
IDA was facing an increasing number of vulnerabilities across their systems and applications. 
These vulnerabilities ranged in severity, with some being critical or high risk, and posed a threat 
to the integrity and confidentiality of business operations. A major challenge was the lack of a 
streamlined process to ensure that findings from vulnerability scans were clearly communicated 
to the appropriate end users.  
 

Activities Done to Address the Business Challenge 
To address IDA's escalating vulnerability issues, we took the initiative to develop an automated 
process which would pull the vulnerability findings from Tenable for end users and email each 
user the vulnerabilities found on their systems and the steps they need to remediate these 
findings. 
 

Results & Metrics 
Over the span of 12 weeks, we were able to build and harden our own Linux RHEL system which 
we will host this project on, create SOPs for these Linux server processes, establish a workflow 
on n8n, and create kb documents for the remediation steps per application/vulnerability, and 
more. 
 

Team Learning & Professional Development 
Throughout the internship, we experienced continuous learning and skill development, both 
individually and collectively. We continued to use industry standard tools such as Tenable SC for 
vulnerability scanning and Active Directory for managing user accounts, improving our ability to 
identify, prioritize, and report vulnerabilities across systems. In addition, we learned how to use 
new tools such as Podman(Containerization), Remedy, n8n, PostgreSQL etc. 
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n8n Workflow – Draft 1 

 

 This is a draft of our n8n workflow. The first flow on top is for our AI agent, we've given it a 
prompt in the HTTP request and it generates an email and stores it into our Postgres 

database. The second flow is our system owner flow. This will receive feedback if the email is 
good, or if the system owner wants the AI to make changes. After that, it will send an email to 

the user about their vuln. 

 
A key milestone was building a server using Nutanix and hardening the server, which deepened 
our understanding of virtual infrastructure and system deployment. This experience provided 
valuable insight into the backend setup that supports secure enterprise operations. Below is an 
example of the steps taken to build a Linux server and the end result. 
 

N8N Draft 2 
 

 
This is the second draft for our workflow. We have refined our process of inserting and downloading 
Vulnerability excel sheet and Knowledge Base excel sheet. We have several vector store that gather 
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and pinpoint contents of files. Those vector store then feed into the AI as a tool for AI to look up 
references and use the knowledge base. This AI model is called RAG(Retrieval-Augmented 

Generation). This allows the AI to look at external data sources such as knowledge base and use that 
context to provide accurate information. We are using this model because this helps us optimize the 

email output accurately. 
 

N8N sample email 
 

 
This is a sample email that was sent to security analyst. The security analyst then has a respond option 

to either send out that email or have respond to the AI to correct its output.  
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How to Build a Linux Server 

 

 

The first step of building a server in Nutanix is the configuration. You need to give the system 
a name, add a description, then set up the properties. 
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Next, you will attach two disks to the system. The first disk type is a disk which we will allocate 
on storage container and select a container. Then, you will put it at your desired capacity. 
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The next disk type is a CD-ROM, we will clone from image and select the RHEL 9.5-x86 image. 
If you want a different OS for the system, you may choose another option. 
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Here, we attach a subnet and leave the network connection and attachment 
type as is. For this server we selected NET2017. 
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Few final steps, we will select who we want to have access to this server and 

change the time zone to EST. 
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Lastly, just review your selections and hit create VM. That’s it! 
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Here is a summary of what your new server will look like. After this, you can power on the 

device and launch the console, so we can finish the build. 
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Once your system is powered on and you land on this screen, you need to enable the root 
account by creating a password. Once you decide on a password and type it in, make sure 

you select “lock root account” and hit “Done.” 
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You’ll get back to the installation screen and select User Creation. Here you will create a 
username and set a password for this account. Make sure the two boxes are checked and hit 

“Done.” 
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Back on the installation screen, you will go to Installation Destination. On this screen, you will 

select “Custom” for the Storage Configuration which will bring you to the following step. 
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To begin partitioning, select the + button. Next, select your mounting point and input your 
desired capacity. Based on 100 GB, the following allocation is recommended. Once you have 

finished mounting, select “Done.” 
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Next, select Software Selection and select “Server with GUI” for the base environment. For 
the additional software, select software you will need for the use of the server. Ex. Debugging 

Tools, File and Storage Server, Remote Management, etc. After you have selected your 
software, hit “Done.” 
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Finally, go to “Security Profile,” turn off “Apply security policy,” then select “Done.” 
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Once you have done every step, select “Begin Installation,” and wait for it to finish. After it is 

done, installation is complete. 

 

Overcoming Challenges 
As we developed the automated vulnerability notification system, our team faced several 

technical and strategic challenges that required careful problem-solving. One major hurdle was 

setting up and securing our RHEL server from scratch. While we successfully built and hardened 

the server using STIG principles, the process demanded extensive troubleshooting, especially 

when aligning security benchmarks with system functionality. 

 
Another challenge was integrating multiple tools – Podman, n8n, PostgreSQL, and Ollama – into 
a cohesive workflow. Each tool introduced its own complexities, from container management to 
database structuring to natural language generation for remediation tips. Ensuring compatibility 
and scalability required ongoing testing, adjustments, and redesign of certain steps. 
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Results & The Positive Impact 
Our team has achieved several important milestones that demonstrate tangible results and 

long-term value. We successfully built and hardened a RHEL server rom scratch, providing a 

secure foundation for our automation environment. We also established the core workflow for 

the notification system, integrating Podman containers, n8n workflows, and PostgreSQL to 

enable data processing, storage, and automated email generation. Our experimentation with 

Ollama for AI-assisted email drafting has shown promising potential for creating clear and 

tailored remediation guidance, reducing the burden on security analysts.  

 

Conclusion 
Beyond technical progress, our project has had a positive impact on our professional growth. 

We deepened our knowledge of vulnerability management, server hardening, and automation 

tools, while also sharpening our problem-solving and collaboration skills. The work completed 

this summer has not only advanced the organizations ability to streamline vulnerability 

remediation but has also prepared us to transition this pilot into a more robust and deployable 

solution in the future.  

 

PREP Student Reflection 
Salome – I enjoyed working hands-on with tools like Tenable, n8n, Nutanix, and more. Our goal 
this second time around was to create a vulnerability notification system. We were able to 
incorporate different technologies to create this system. I learned a lot from watching YouTube 
videos, reading documentation, and using AI. This exposed me to new technologies and taught 
me how to make a decision on what tools are needed based on requirements.  Through this 
experience, I gained a stronger understanding of real-world cybersecurity operations and now 
feel more confident in my ability to contribute effectively to a professional team.  
 
Navjot -- This PREP project was an invaluable opportunity to bridge my academic studies with 
real-world cybersecurity challenges. A major focus was the development of a workflow 
automation system using n8n to streamline the vulnerability management process. I played a 
key role in building an automated pipeline that not only pulled vulnerability data but also 
integrated AI-assisted email generation via Ollama to provide personalized remediation steps to 
end users. This integration of AI into the workflow enabled us to tailor messages to specific 
vulnerabilities, reducing manual work and improving communication efficiency. Additionally, 
automating tasks like retrieving data from Active Directory and managing SUM groups using 
PowerShell highlighted how automation can significantly optimize security operations. This 
experience deepened my technical skills in automation, AI, and vulnerability remediation, while 
reinforcing the importance of proactive cybersecurity measures in preventing incidents from 
escalating into situations that would require digital forensics. 
 


