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Introduction 
Mobius Consulting has experienced significant growth in its headcount and revenue over the 
past few years, and the complexity of Mobius’ IT environment has grown along with it. 
However, due to the prioritization of more pressing matters, such as obtaining CMMC 
compliance and day-to-day user support, its cybersecurity apparatus has lagged. The Mobius IT 
team recognized this need for a more mature approach to security. This is where the PREP 
student team comes in. 
 
Business Challenge 
The Mobius IT team lacked a central authority for user security information within its operating 
environment. When in need of security-related information, IT team members would be 
required to amalgamate data from numerous disconnected sources and compile them together. 
This process was inefficient, cumbersome, inconsistent, and in some cases, would result in 
incomplete or overexaggerated data.  
 
To combat these issues, Raheem and Abdi were tasked with leveraging Kusto Query Language 
(KQL) and Microsoft’s Power BI tool to develop dashboards within Microsoft Sentinel to improve 
Mobius’ threat detection and visibility capabilities. 
 
Activities Done to Address the Business Challenge 
Raheem and Abdi launched efforts on multiple fronts to bolster Mobius’ defensive cybersecurity 
capabilities. The pair began by creating numerous real-time workbooks within Microsoft 
Sentinel tailored specifically to Mobius’ IT team’s requirements. Notable examples include: 
 

1. International Authentication Attempt & Successful Sign-ins: This interactive Power BI 
dashboard and its corresponding Sentinel workbook illustrate all authentication 
attempts from international IP addresses as well as successful sign-in. 

 

 
Figure 1: International sign-in attempts Power BI dashboard. 
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Figure 2: International sign-in attempts Sentinel workbook. 
 

Figure 3: International sign-in attempts from red-flag nations Sentinel Workbook. 
 

2. Phishing and Brute Force Detection: These Power BI dashboards visualize volume of 
failed sign-ins over time, with the x-axis representing hours and the y-axis representing 
days. 

 

 
Figure 4: Failed authentication attempts heat map sorted by date and time. 

 

 
Figure 5: Power BI dashboard showcasing brute force attempts by geographical region. The 

greater the volume of attempts by region, the larger the map marker. 
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3. User Security Sentinel workbook highlighting inactive accounts, recent password resets, 
password reset frequency over the past month, users with the greatest sign-in volume, 
failed authentication attempts with corresponding error codes, weekend log-ons, and 
accounts lacking multi-factor authentication. 

 

 
Figure 6: Sentinel workbook highlighting accounts that have not been used in more than 30 

days. 
 

 
Figure 7: Workbook visualizing password reset frequency by day. 
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Figure 8: Workbook showcasing accounts with the greatest number of successful access 

attempts over the last day. 
 

 
Figure 9: Workbook highlighting failed sign-in attempts and their corresponding error codes and 

descriptions. 
 

 
Figure 10: Workbook showcasing successful weekend authentication attempts. 
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Additional projects undertaken include assisting in the development of a more than 100-page 
incident response plan, along with corresponding documentation templates; drafting a 40-page 
system security plan; and assisting the PREP team responsible for CMMC Level II compliance 
through Sentinel visualizations. 
 
Results & The Positive Impact 
The dashboards developed by Raheem and Abdi had a transformative effect on Mobius 
Consulting’s cybersecurity posture. By centralizing security information into a single, accessible 
platform, the IT team no longer had to waste valuable time piecing together data from disparate 
sources. This streamlined approach improved both efficiency and accuracy, allowing the team to 
detect threats more quickly and respond with confidence. Real-time visibility into international 
authentication attempts, phishing activity, and inactive accounts provided actionable 
intelligence that strengthened Mobius’ defenses against evolving cyber threats. Beyond 
operational improvements, the dashboards also supported compliance readiness by aligning 
with CMMC requirements, which enhanced Mobius’ credibility with clients and auditors. 
Ultimately, the project not only improved technical capabilities but also fostered a stronger 
security culture within the organization. 
 
Conclusion 
The PREP student team’s contributions marked a significant step forward in Mobius Consulting’s 
journey toward cybersecurity maturity. By leveraging Kusto Query Language and Microsoft 
Sentinel, Raheem and Abdi transformed fragmented, inconsistent data into meaningful insights 
that empowered the IT team to act decisively. Their work addressed a critical gap in Mobius’ 
security apparatus, providing scalable solutions that will continue to support the company’s 
growth. The project demonstrated the value of combining technical expertise with business 
awareness, showing how targeted student-led initiatives can deliver lasting impact. 
 
PREP Student Reflection 
For Raheem and Abdi, the project was both a technical and professional learning experience. 
They gained hands-on expertise in KQL, Power BI, and Microsoft Sentinel, deepening their 
understanding of how these tools can be applied to real-world cybersecurity challenges. 
Working closely with Mobius’ IT team taught them the importance of clear communication, 
adaptability, and aligning technical solutions with organizational needs. Delivering dashboards 
that directly improved Mobius’ security posture gave them confidence in their ability to 
contribute meaningfully in professional environments. Most importantly, they came away with 
the realization that cybersecurity is not just about technology; it is about empowering people 
with the right information at the right time to protect the organization. 
 


